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Preface

Who Should Read This Guide

This Extension's Guide must be read by the 4PSA VoipNow extension
owners.

2.0.3 Callback Extension Type Guide 6



Chapter 1
Edit Your Contact Information

/1. Caution

After the first install, you will be required to fill in your contact information from the
Extension's Account Details page. You will not be able to access and manage the
application until all the required details are set up in the system.

In order to update your contact information, click the ' Edit extension

icon available in the % Home section, which can be accessed from the left
navigation panel.

4PSA VoipNow allows you to update your account information:

e Update your contact information

e Change your login password

You can modify the following contact details:
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¢ Company name
e Contact name

e Password — Use this text box to change the password for the reseller
account.

1, Caution

Based on the chosen password strength set up by the system administrator,
you are not allowed to fill in dictionary words or passwords containing only
digits or sequences of more than three identical characters.

All security levels ask for a minimum five characters long password.

e Confirm Password
e Phone
e Fax

e Email — The email address where 4PSA VoipNow can send you notifications
about events that occur in the system.

1, Caution
The system can send automatic notifications when predefined events occur. In
. I
order to change your notification preferences, click the ' Email templates
icon located in the Tool s area.
e Address
e City
e State/Province
e Postal/ZIP code
e Country

e Region - The regions of a country are listed in alphabetical order. The one
selected by default is the first one on the list.

e Timezone - The time zone selected by default is one you have previously

set up from = Unified Communications >> Interface Preferences page.

Click the OK button to submit the data. When all the required information
has been filled in and you choose not to change it, the Cancel button will return
you to the previous page without any modification.
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Chapter 2
Manage the Application

My Interface Settings

4PSA VoipNow allows you to customize the application's default look and
settings in the My Interface Settings page. Here you can define the interface
language, the application's skin, the number of rows in the records list for the
logged in user and several other options.

—

|
To access this page, you can either click the Lid My interface link from the

-

right corner of the top frame, either on the [ -4 My interface button located in

the Uni fi ed Comruni cati ons settings area of the & Ynified Communications
page.
You can adjust the following preferences based on your needs:

e Rows in table — Use this text box to set the number of rows that will be
displayed in your interface. It can be any number between 1 and 9999, the
default value being 50.
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e Expanded alerts - Use this text box to set the number of alerts displayed
in the user context. It can be any number between 1 and 10, the default
value being 3.

¢ Interface skin — Use this drop-down list to choose the skin used by the
logged in user interface.

e System language — Use this drop-down list to choose the language used
by the logged in user interface.

1, Caution

4PSA VoipNow does not allow you to use language packs that were created for
earlier versions of the interface. The following warning message is displayed:

Impossible to switch to preferred interface language { out dat ed | anguage},
because an outdated language pack is installed on the system. Please contact
your provider to correct this situation.

Only the system administrator can fix this problem.

e Display tooltip — Use this check box to enable/ disable application tooltips
displayed on mouse over images/ icons.

e Display context help — Use this check box to enable/ disable context help,
displayed in the top area of the page, under the title.

e Program logo — Choose the logo that will be displayed at the top of the
user's interfaces. Fill in the text box with the location of the file on your

computer or use the button to locate the file.

1. Caution

It is recommended to use an image file in a G F, JPEG, or PNG format with a
height of 50 pixels.

e Logo URL — The logo file has a hyperlink attached to it. Use this text box
to fill in the destination of this hyperlink. It can be your business website
for example.

Click OK to save your changes. Click Cancel to go back to the previous
page without updating the preferences. The Default button overwrites your own
account settings with the default settings.

Restore Dismissed Alerts

Alerts present on any page in the application can be hidden by pressing the
Dismiss alert link. These settings are only available for the logged in user.
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To restore all the dismissed alerts, click the G—‘ Restore dismissed
alerts button available in the Tool s area.

Set up an Access Policy

4PSA VoipNow allows you to set up an access policy for the extension

account. To enter the Access policy page, click the 'g Access icon available in

the Uni fi ed Conmuni cati ons settings area of the &= ynified Communications
page.
There are two types of access policies:

e Deny - When this policy is configured, the extension is not allowed to log
in to the 4PSA VoipNow interface if his computer's IP is listed on the deny
list. All the other IPs that are not included in the deny list can access the
interface with the extension account.

e Allow - When this policy is configured, the extension can login to the 4PSA
VoipNow interface only if his computer's IP address is listed in the allow list.
All the other IPs that are not included in the allow list cannot access the
interface with the extension account.

[ % Note

You cannot set up both types of policies at the same time.

View the Networks List

In the Network Access Policy page you can see a list with all the
allowed and denied networks available in the system. The following information
is available:

e N - The network's order number.

e A - The network's permission:
o |
@ - Allowed

’ L.'- - Denied
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e P - Use these icons to change the position of a certain network inside the
list:

[}

o

w
Down

Note

When you change the order, 4PSA VoipNow displays the number of changes
you have performed to remind you to save them before navigating away from
the page. In the top left corner of the network list 4PSA VoipNow displays { x}
changes pending in the rules order.

Click the ¥~ Apply changes link to save the changes you have performed in
the network list.

e IP - The network's IP address.

e Mask - The network's subnet mask.

Searching the Network List

When the network list is too long and you are searching for a specific one,
you can use the following features:

* Search — Fill in the text you are looking for in the text box. Click the #
button or the Sear ch label to display only the networks that match your
search criteria.

il

® Show all — Click this button or the Show al | label to display the entire

list.

The search criteria will be retained even if you navigate to other pages until
a new search is performed.

You can change the number of entries per page by clicking the 10, 25 and
100 links available in the right side of the table. The total number of records is
shown in the left side.

Add Allowed or Denied Network

In order to add allowed or denied networks, follow these steps:
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Click the '% Access icon. A new page where you can enter the subnet
or IP addresses to which you want to allow/ deny access opens.

e Subnet or IP address - Use the drop-down list to specify if you want to
allow or to deny access for the subnet or IP address filled in the first text
box. Use the second text box to specify the position of the address inside
the networks list.

Use the [E] buttons to add several subnet or IP addresses at the same
time.

e Click Ok to add the IP(s) to the allow/ deny list. Click Cancel to go back
to the previous page.

Remove a Network

To remove a network, select its corresponding check box and then click the
X Remove selected link. You will be asked to confirm the removal.
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Chapter 3
View Account Overview

You can view the details of your account in the ® Home section, which can

be accessed from the left navigation panel. There, in the Account overview
section, 4PSA VoipNow displays the following information:

Extension type — The extension type, in this case Cal | back.

Public phone number(s) — If one or more public phone numbers
are assigned to the extension, they will be displayed here with their
corresponding monthly costs (e.g. 49932040495 (10.1 USD)). Otherwise,
4PSA VoipNow displays '-'.

Extension internal number - The phone number assigned when the
extension was added to the system.

Calls cost for {month} — The the calls’ cost in the current month, showing
both the total costs for incoming external calls and for outgoing external
calls.

Outgoing time spent on {month} — The outgoing calls’ total duration of
the total number of calls in the current month.
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e Incoming time spent on {month} — The incoming calls' total duration
of the total number of calls in the current month.

e Number of sound files — The total number of sound files, the disk space
used and the percent of available disk space.

e Number of music on hold files - The total number of music on hold files,
the disk space used and the percent of available disk space.

2.0.3 Callback Extension Type Guide

15



Chapter 4
Manage Unified Communications Features

From this page you can manage your sessions and your access policies or
you can customize your interface.

To access this page, click the & Unified Communications link from the left
navigation panel.

Manage Sessions
View the Sessions List

In order to view the sessions list, click the o= Unified Communications link

available in the left navigation panel. Then click the % Sessions button. This
link will open the Manage Sessions page, where you can view a list of all the
sessions. Multiple operations can be performed on the sessions:
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e Search the existing sessions

e Delete sessions
4PSA VoipNow displays the following information about each session:

e T — The type of the user that logged in the system displayed using an icon:

o

‘l -
& Admin

ar
&b Reseller

o

]
@ Client

Extension
e Login — The user name of the person who logged in to the system.

e IP - The IP of the machine after which the user logged in the system.

Note
If the user logged in from the VoipNow4Plesk module, the IP of the respective
Plesk server will be displayed here.

e Logon time - The time when the user logged in to the system.

Searching the Sessions List
When the sessions list is too long and you are searching for specific
sessions, you can use the following features:
e Search — Use the text box to specify the words you are looking for. Click

the # button or the Sear ch label to display only the sessions that match
your search criteria.

* Show all — Click this = button or the Show al | label to display the entire
list.

The search criteria will be retained even if you navigate to other pages until
a new search is performed.

You can change the number of entries per page by clicking the 10, 25 and
100 links available in the right side of the table. The total number of records is
shown in the left side.

The sessions list can be filtered by login name, IP and log in time. To do
so, click on a table header link. The order criteria is marked by the highlighted
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table header and the arrow indicates how the sessions list was sorted. The sort
direction can be changed by another click on that header.

Remove a Session

To remove registered sessions, follow these steps:

1.Choose the sessions you want to remove by selecting their corresponding
check boxes in the Manage Sessions page.
2. Click the %€ Remove selected link.

3.You will be asked to confirm the removal. If you want to proceed with the
removal, click OK, otherwise click Cancel.

Login History

You are able to see a detailed history of the login sessions by clicking

the "@ Login history button located in the Tool s section of the Session
Management page.

The following information is available:

e T - The user's level is shown using an icon:

o

[}

&b Admin

ik

ad Reseller
]

@ Client

£ Extension

|
4 Unknown level

e O - The icon in this column shows if the respective user is logged in or not.
The icon can be:

° =

4 User is online

° L

4 User is offline
e Username - The user name of the persons who logged in to the system.

e Number of logins - The number of login sessions establish by the
respective user.
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e First login - The date and time when the user logged in for the first time.
e Last login - The date and time when the user last logged in.

Searching the Login History List
When the login history list is too long and you are searching for specific
sessions, you can use the following features:
e Search - Use the text box to specify the words you are looking for. Then

click the # button or the Sear ch label to display only the records that match
your search criteria.

* Show all - Click the = button or the Show al | label to display the entire list.
The search criteria will be retained even if you navigate to other pages until
a new search is performed.

You can change the number of entries per page by clicking the 10, 25 and
100 links available in the right side of the table. The total number of records is
shown in the left side.

The login history list can be filtered by user name, number of logins, first
login date and last login time. To do so, click on a table header link. The order
criteria is marked by the highlighted table header and the arrow indicates how
the login history list was sorted. The sort direction can be changed by another
click on that header.

Clear Logs
You are able to clear logs according to two criteria:

e Clear logs starting from {date} to {date} - You can choose to clear the

logs from a distinct period of time. Click the Calendar icon to specify
the start and end date of the time interval.

e Clear logs older than - You can choose to clear logs older than a specified
number of days / weeks / years. Select the time unit from the drop-down
list and specify the number of time units in the text box.

Login History of a Specific Account

You are able to see the login history of a specific account by clicking the
respective user name in the login history list. The page containing the login history
of a specific account displays the following information:

e Login time - The date and time when the user logged in.

e IP address - The IP address the user logged in from.
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Note
If the user logged in from the VoipNow4Plesk module, the IP of the respective
Plesk server will be displayed here.
e Hostname - The hostname where the user logged in from
e L - This column shows whether the user logged in from the interface or
by using API:
" [ control panel log in

" = callapl log in

Searching the Account's Login History List

When the account’s login history list is too long and you are searching for
a specific record in the list, you can use the following features:

e Search - Use the text box to specify the words you are looking for. Then

click the # button or the Sear ch label to display only the records that match
your search criteria.

* Show all - Click the =l button or the Show al | label to display the entire list.

The search criteria will be retained even if you navigate to other pages until
a new search is performed.

You can change the number of entries per page by clicking the 10, 25 and
100 links available in the right side of the table. The total number of records is
shown in the left side.

The account's login history list can be filtered by login time, IP address, host
name and login type. To do so, click on a table header link. The order criteria is
marked by the highlighted table header and the arrow indicates how the account's
login history list was sorted. The sort direction can be changed by another click
on that header.

Clear Logs for an Account
The procedure is identical to the one described in the Clear Logs section.

Failed Logins

You can see a list of the failed login attempts by pressing the ‘Aﬁ Failed
logins button in the Tool s section of the Sessions Management page.
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The following information is available:

e L - This column shows whether the user logged in from the interface or
by using API.

e Login time - The date and time of the login attempt.

e Username - The user name used for the login attempt.

e Message - The reason for which the login attempt failed.

e IP Address - The IP address of the user who attempted to log in.

Note
If the user logged in from the VoipNow4Plesk module, the IP of the respective
Plesk server will be displayed here.

e Hostname - The hostname of the user who attempted to login.

Searching the Failed Login History List
When the failed login history list is too long and you are searching for
specific records, you can use the following features:
e Search - Use the text box to specify the words you are looking for. Then

click the # button or the Sear ch label to display only the records that match
your search criteria.

* Show all - Click the =l button or the Show al | label to display the entire list.

The search criteria will be retained even if you navigate to other pages until
a new search is performed.

You can change the number of entries per page by clicking the 10, 25 and
100 links available in the right side of the table. The total number of records is
shown in the left side.

The failed login history list can be filtered by login time, user name,
message, IP address and hostname. To do so, click on a table header link. The
order criteria is marked by the highlighted table header and the arrow indicates
how the failed login history list was sorted. The sort direction can be changed by
another click on that header.

Clear Logs

The procedure is identical to the one described in the Clear Logs section.
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Chapter 5
Callback Setup

This extension type allows system users to call this extension from a phone
connected to the public network and then place an outgoing call through the 4PSA
VoipNow server.

In order to edit your extension's settings, click the b Home link available

—

in the left navigation panel and than the =" callback setup icon located in
the Tool s area.

4PSA VoipNow displays the following options which will allow you configure
the extension:
e Basic settings

o CallerlD name in public calls — This option is used when the extension
is calling public destinations. You can choose from the drop-down list one
of the 3 setup options:

= Set by server - If this option is selected, phones with callerID display
the extension owner's name.

2.0.3 Callback Extension Type Guide 22



= Set by equipnent - If this option is selected, phones with callerlD
display the caller name as it is set up from the phone terminal
apparatus.

= Anonynous - If this option is selected, phones with callerID display the
string Anonynous.

o CallerlD number in public calls — This option is used when the
extension is calling public destinations. You can choose from the drop-
down list one of the 3 setup options:

= Set by server - If this option is selected, phones with callerID display
the public phone number of the extension.

= Set by equi prment - If this option is selected, phones with callerlD
display the phone number of that particular phone terminal apparatus.

= Anonynous - If this option is selected, phones with callerID display the
string Anonynous.

o Trigger call return after {x} seconds of ringing - Use this text box to
insert the number of seconds a caller should wait until the server transfers
his connection.

e Callback number behavior

o Return calls - Use this drop-down list to select the action. You have the
following options:

= coming fromthe authorized call erl Ds - 4PSA VoipNow returns the
call only if it is made from an authorized number.

= to the caller callerlD-4PSA VoipNow returns the calls made from
any number.

= to a fixed nunber - 4PSA VoipNow returns the call to a predefined
phone number.

Note

In case the coming from the authorized callerlDs option is
selected and a user whose callerID is not included in the authorized ID's list
tries to route his call through the server, the server will not call back.

Incasetheto the caller callerlDoption is selected, and a user
whose callerID is hidden tries to route his call through the server, the server
will not call back.

> Number where calls should be returned - You can use this field only
if you previously selected the option to a fixed nunber in the return
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calls field. Use this text box to enter a predefined phone number where
the server will return all calls.

o Play before disconnecting the call during conversation - Use this
control to select the sound that will be played to the user that made
the call, upon automatically interrupting the conversation (e.g.: a sound
announcing that credit value is 0).

o Service client must dial remote party number in - Use this text box
to specify the time interval (in seconds), the user has at its disposal for
dial the remote party number. After this time interval, 4PSA VoipNow will
consider the inserted number as being complete.

e Service security

° Request the following password on callback - Use this text box to
enter the password the system should require to the user wishing to route
their calls through the server.

c Request password associated with authorized callerlD - Select
this check box if you want the system to require users their individual
passwords, to verify whether they are included in the authorized callerID's
list.

o User can interrogate the account credit - Select this check box if
you want to give the users the possibility to find out their credit value,
before starting the conversation. After the user is authenticated with one
of the authorized callerIDs he can choose to either interrogate his credit
or make a phone call.
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Chapter 6
Callback Features

Manage Callback Authorized CallerlIDs

4PSA VoipNow allows you to authorize the users that should benefit from
the callback function.

The Cal | back extension type allows system users to place calls using the
4PSA VoipNow server even if their phone is only connected to the public network.
To do this, the user calls the Callback extension and waits to be called back. After
being called back, he will be able to dial any number using the 4PSA VoipNow
server.

|*  Note

It is recommended to restrict this functionality in order to avoid abuse by creating a
list of authorized callerIDs. Users will be allowed to route phone calls through the
server only if they call from one of those authorized phone numbers.
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View the Callback Authorized CallerIDs List

4PSA VoipNow allows you to view the authorized users. To access this

|
Y- | R
information, click the “ Authorized callerIDs icon available in the Tool s
area.
The table with authorized IDs contains the following columns:
e S — The status of the authorized callerID is displayed using an icon:
* [ Enabled
* [ pisabled
Click on this icon to change the status of the reseller.
e C — Click this icon if you want to view a report about the costs of the calls
that have originated from this callerIDs.
e Callback number - The callerID that is authorized to use the callback
function. Click the link to modify the number or to change the PIN code.
e PIN — Displays Yes/ No whether the user will be asked to introduce his PIN
code before being able to use the callback function.
e Total credit — Displays the user's total initial credit.
e Available credit — Displays the credit left for using the callback function.
e Created — Displays the date when the phone number was introduced to
the authorized callerID’s list.
e B — Click this icon if you want to access the CallerlD Credit Management
page.
Add an Authorized CallerlID
To add an authorized callerID to the list, follow these steps:
1. |
I | o
Click the “ Authorized callerIDs icon available in the Tool s area.
2.

41
In the newly opened page, click the 54" Add authorized callerIDs icon.

Here you can add callerlDs or upload a file containing multiple callerIDs.
Fill in the required fields:

e Upload authorized callerIDs from file:
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o Upload callerIDs from file — Select this check box in case you want
to upload a file containing the data about multiple callerIDs.

o CallerIDs file — When the Upload callerIDs from file option is

enabled, you can use the button to locate the file containing

the callerIDs that you want to upload.

Note

The uploaded callerID is displayed in the following pattern: cal | eri d,
pin, orderno, credit. The credit parameter can take numeric
values or the u, unli m t ed value.

o Field separator — Use this text box to specify the character that
separates the values in the file. The default character is ',' (comma).
e Add authorized callerlDs

o Accept calls from callerlD — Use this field to insert the number of
the extension. 4PSA VoipNow will allow callback to this number.

> PIN number — Use the text box to insert the PIN code associated to
the extension. 4PSA VoipNow will request the user to provide the PIN
before allowing him to use the callback extension.

o Order number — Use the text box to insert the identification number
of the request for allocating this credit.

o Add an initial credit of — Use the text box to introduce the amount
of money offered to the user when setting up his callerID.
Use the |/ = buttons to add/remove several new authorized callerID's
at the same time.
3.Click OK to add the new authorized callerID to the system. Click Cancel to
go back to the previous page without adding the callerID.
Edit an Authorized CallerlID
If you want to edit the details of an authorized callerID, choose it from the
Authorized callerIDs list and click the callback number. In the new opened
page, you can modify the following fields:
e Accept calls from caller1D
e PIN number

For more information on how to edit these fields, see the Add Authorized
CallerID section.
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Manage the Credit Associated to the Authorized CalleriID

4PSA VoipNow allows you to add money to the extension whose callerID is
included in the authorized ID’s list.
View the Credit Associated to the Authorized CallerID

To view an authorized callerID's credit, follow these steps:

1. |
739
Click the “ Authorized callerIDs icon available in the Tool s area.
2. In the displayed table, click the =1 Credit Management icon
corresponding to the desired callerlD.

On the next page, in the Recharge history section, a new table with credit
information is displayed :

e Order number — Displays the identification number for the -credit
allocation.

e Credit added — Displays the amount of money added to this callerID.
e Credit left — Displays the amount of money available for conversations.

e Date added — Displays the date when the credit was added to the callerlD.

Add Credit to the Authorized CallerID

To add credit to an authorized callerID, follow these steps:

|
I | | o
Click the " Authorized callerlIDs icon available in the Tool s area.

"In the displayed table, click the =1 Credit Management icon
corresponding to the desired callerlD.

In the opening page use the Add credit section. Fill in the required fields:

e Add credit — Use this field to introduce the amount of money you want to
offer the callerID user.

e Order number — Use this field to insert the identification number of the
request for allocating this credit.

e Click OK to add the new credit to the system. Click Cancel to go back to
the previous page without adding the credit.
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The newly added credit will be displayed in the table below.

Remove an Authorized CallerID

0|
You can access this option by clicking the =" Authorized callerlDs icon
available in the Tool s area.

To remove an existing callerID from the system, follow these steps:

1.Choose the callerIDs you want to remove by selecting the corresponding
check boxes.

2. Click the £ Remove selected link.

3.You will be asked to confirm the removal. Select the Confirmt he renoval
check box and click the OK button to delete the authorized callerID, or
Cancel to return to previous page without any change.

Export to an Easy-to-Edit Format

In the Authorized CallerlDs Management page, you have the option to
export the authorized callerIDs list to an easy-to-edit format:

o it . .
ir Export to Excel — Click this button to export the call costs report to a
Microsoft Excel file.

% : .
-3l Export to CSV - Click this button to export the call costs report to a
. csv format file.
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Chapter 7
Edit Your Extension's Permissions and
Phone Numbers

To modify the permissions and phone numbers of your extension, follow
these steps:

1 QB
Click the Extension permissions and phone numbers icon
available in the Tool s area.

2.A new page opens, allowing you to modify the following fields:
e Permissions

o Sound management — This option allows the extension to manage
sound files, folders, and languages.

e Limits

o Maximum disk space for sound files — Use the available text box
to specify the maximum storage space reserved for the sounds created
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by the extension user. If you do not want to limit the disk space, select
the Unl i m t ed check box.

o Maximum disk space for music on hold files — Use the available
text box to specify the maximum storage space reserved for the music
on hold files. If you do not want to limit the disk space, select the
Unl i m t ed check box.

o Maximum concurrent calls — Use the available text box to limit the
number of external calls that can be active at the same time. If you do
not want to limit the extension, select the Unl i m t ed check box.

o Maximum concurrent text to speech — Use the available text box
to limit the number of calls that are allowed to use the text to speech
application at the same time. If you do not want to limit the extension,
select the Unl i m t ed check box.

[* Note
This line is available only if the Allow text to speech option was enabled

from the = Unified Communications >> System Preferences page.

In order to use the text to speech functions, you must make sure that:
= There is at least one Cepstral voice engine installed on your server.

= There is at least one voice support license and one concurrency port
license installed on your server (licenses can be purchased from the
4PSA store).

More details about the Cepstral engine installation can be found in the
4PSA VoipNow release notes.
o Account expiration date — To specify the date when the extension

account becomes invalid, deselect the Unlimted check box and

provide a date using the text box or the available calendar button.

e Incoming phone number selection — Use the two lists to associate one
or more public phone numbers from the client's pool with the extension.

[ ™ Note

This section is displayed only if there are phone numbers available in the
client account where the extension is located.

When you assign a public phone number to an extension, the phone number
becomes exclusive to that extension. No other extension can use it. From
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that moment on, callers from outside the 4PSA VoipNow system can reach
that extension by dialing the phone number.

3. Click OK to save the changes to the account. Click Cancel to return to the
previous page without saving the changes.
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Chapter 8
View Your Personal Charging Plan

4PSA VoipNow allows you to view detailed information about your account's

current charging plan. To access this information, click the hA Home link available
=]

in the left navigation panel and than the lt z"’ Charging plans icon situated in
the Tool s area.

Depending on the charging plan type (prepaid or postpaid) and its settings,
you can view one or more of the following sections:
e Charging plan description
o Charging plan name — The descriptive name of the charging plan.
o Charging plan type — The type of the charging plan: prepaid or postpaid.

> Allow incoming calls - Yes — 4PSA VoipNow displays this information
only if your extension can receive calls from extensions that belong to the
system as well as from extensions outside the system.
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o Allow outgoing external calls - Yes — 4PSA VoipNow displays this
information only if your extension can make calls to destinations outside
the system.

o Allow outgoing local calls - Yes — 4PSA VoipNow displays this
information only if your extension can call other extensions on the same
client account.

> Allow outgoing extended local calls - Yes — 4PSA VoipNow displays
this information only if your extension can call other extensions in the
system (not on the same client account).

- Remaining incoming calls credit — The amount currently available for
incoming calls.

[*  Note
This information is available only for pr epai d charging plans.

> Remaining outgoing calls credit — T